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EMS PASSWORD RULES 

A trading partner’s password must conform to the following rules. 
 

1. Passwords must be 8 characters long. 
 

2. Passwords must contain:  
 

a. at least one uppercase alphabetic character,  
b. at least one lowercase alphabetic character and 
c. at least one numeric or special character. 

 
3. Allowable special characters are: 

 
Exclamation Point ! Less Than Sign < 
Pound Sign # Equal Sign = 
Dollar Sign $ Greater Than Sign > 
Percent Sign % Question Mark ? 
Ampersand & At Sign @ 
Left Parenthesis ( Left Square Bracket [ 
Right Parenthesis ) Right Square Bracket ] 
Asterisk * Underscore _ 
Plus Sign + Right Curly Brace } 
Comma , Left Curly Brace { 
Hyphen - Vertical Bar | 
Period . Tilde ~ 
Slash /   
Colon :   
Semi-colon ;   

 
 

4. Passwords must not contain: 
 

a. the login ID 
b. reverse shift of the login ID 
c. circular shift of the login ID 
d. different upper/lower case version of the login ID 

 
5. A new password must differ by at least three characters from 

the current password. 
 

6. A new password must not match any password (the last five) in 
the TP’s EMS-maintained password history. 

 


